Capacity of a Binary Channel with a Time-Bounded Adversary
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U In adversarial scenarios, the receiver's processing can be U Interleave + LLR Clipping O BLER for LDPC code [2] (Code rate 1/3, 64 QAM)
intermittently compromised. Clipped -
) y ) p . Encoder Interleaver Coded bits P(r;|b;) Adversary De-Interleaver If)LFI’R Decoder - CorreCt LLRS (I.e.’ no adversary) .
" jamming, hardware Trojans, ... b, = +1 " _/_ *= Corrupted LLRs (worst-case adversary, no thresholding)
1 This may happen due to: % _b Vi 2 " (Clipped LLRs (minimax optimum)
[ ] ] > O . ° _
= hardware errors, power-saving techniques, ... - 5% corruption is assumed. (6 = 0.05)
Decoding with Intermittent Errors * Randomly interleave and de-interleave:  Clipping the LLRs provides improved robustness.
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adversarial capacity for a binary input memoryless channel ,
under the influence of such a time-bounded adversary. t zp >t '
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72 . Worst-Case Adversarial Model -tz < —t (J Our work provide an exact characterization of the
: capacity in the presence of a time-bounded adversary.
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, . Future applications:
= P(r;|b;) : Known channel with no errors; 1 There exists a threshold t and C;, such that: « Jammers with frequency hopping
y; = Q;(r,b) with P(y; # ;) < 6: = Any rate R < ( is achievable for all adversaries; e Low-power circuits with intermittent errors

* Adversary is arbitrary, but time-bounded

. " Adversary may be any, even non-causal, function;
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